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1.1.

1. O01mme MoJI0KeHUA

[Tonutuka uH(OPMAIMOHHON 0e3omacHOCTU MYHUIIUTIATBHOTO
aBTOHOMHOT'O JIOIIKOJBLHOTO 00pa30oBaTeIbHOTO yupexaeHus «JleTckuil can
Ne 92y (manee —/10Y) onpenenser menu M 3aJa4dl CUCTEMbl 00ECIICUCHHS
uH(GOPMAITMOHHONW 0€30MacHOCTH M yCTaHABIMBAET COBOKYITHOCTH MPaBUII,
npoueayp, NPAKTUYECKUX TPUEMOB, TpeOOBAaHMM U  PYKOBOISAIIUX
INPUHIIMIIOB B oOjiactu HHpOpMAIMOHHON Oe3omacHocTu (nanee - UB),
KOTOPBIMU PYKOBOJICTBYIOTCS paboTHHKH JIOY mpu oCcyIecTBIEHUN CBOEH
NEATEIIbHOCTH.

1.2.OcHoBHOM T11embt0  [lommtukm wHGOpManmoHHoi Oe3omacaHoctn  JIOY

1.3.

ABIIICTCS 3alluTa MHQPOpPMAIMU IIKOJBl TMPH OCYIIECTBICHUH YCTAaBHOM
NEeATENbHOCTH, KOTOpasi MpelyCMaTpPUBAET MPUHATHE HEOOXOJUMBIX MEp B
HEesIX 3alUThl MHQOPMAIMK OT CIYYallHOTO WM IpEeIHaMEPEHHOTO
M3MEHEHUS, PACKPBITHS WM YHUYTOXKEHUS, a TAKXKE B LENAX COOIIOACHUS
KOH(QUACHIIUAIBHOCTH, LEJIOCTHOCTHU M  JOCTYHHOCTM HH(pOpManuu,
o0OecnieyeHus Ipolecca aBTOMAaTU3UPOBAHHOM OOpaOOTKM JaHHBIX B
yIIPaBJICHUU.

[Tonutrka MHGOPMAIMOHHON 0€30MacHOCTH pa3paboTaHa B COOTBETCTBUU
c: ®enepanbubiM 3akoHOM OT 27 wmiona 2006r. Ne 149-03 «O06
uHpopmaruu, UHOOPMALMOHHBIX TEXHOJOTHSIX U O 3aluTe |
unpopmaruny, denepanbabiM 3akoH ot 27 uronsg 2006r. Ne 152-03 «O
NEPCOHAIBHBIX JaHHBIX», PenepanbHbiM 3akoH OT 10 suBaps 2002r. Ne 1-
®3 «0O6 onexkrpoHHOW 1MpPoOBON momanmucu», YkazoMm I[lpesunenta
Poccuiickoit ®@enepannn ot 6 maptra 1997r. Ne 188 «OO6 yTBepkaeHuuU
[lepeunst cBeneHuii KOHGUIEHIIMATIBLHOTO XapakTepa», [locraHoBIeHUEM
[TpaButenscTtBa PO Ne781 ot 17.11.071. «O0 yTBEpKI€HUU TOJIOKEHHUS 00
oOecrieueHnr 0€30MaCHOCTH MEPCOHATBHBIX JAaHHBIX MPH UX 00paboTKe B
MH(POPMAITMOHHBIX CHCTEMax IMepCOHAIbHBIX MaHHBIX», [locTaHOBIEHHE
[TpaButennctBa PO Ne687 ot 15.09.08r. «O6 yTBep)knenuu [lonoxenus oo
OCOOCHHOCTSIX O0pa0OTKU MEPCOHANIBHBIX JAHHBIX, OCYIIECTBIsIEMON 0e3
WCTOJB30BaHUS CPEACTB aBTOMATH3allMM» a TakXKe PSAIOM  HHBIX
HOPMAaTHBHBIX MTPABOBBIX aKTOB B c(hepe 3aluThl UHPOPMAIUH.

1.4. OTBETCTBEHHOCTH 3a COOJII0/ICHHE MHPOPMAIIMOHHON OE30MacHOCTH HECeT

Kaknpii  corpymauk  JIOY. Ha mum, paGoTtarommx IO JIOrOBOpam
FPaKIaHCKO- IPABOBOTO XapaKTepa, MOJIOKEHHUS HACTOSIIECH IOJUTUKH
PacIpoCTpaHsSIOTCS B Clydae, €Clid 3TO 00YCIOBICHO B TAKOM JIOTOBOPE.



2. Heab 1 32124 NOJTUTUKHA MHGOPMAIITHOHHOM 0€30ITACHOCTH

2.1.OcHOBHBIMU 1ensIMU IOIUTUKHA Wb sBisroTes:

- COXpaHEHUE KOH(UIEHIMAIBHOCTH KPUTHYHBIX  HH(POPMAIMOHHBIX
pecypcoB;

- o0ecrnieueHre HEMPEpPHIBHOCTU J0CTyNna K HH(POPMAIMOHHBIM pecypcam
A0Y;

- 3aIlUTa UEJIOCTHOCTH MH(POPMALMH C LEJBI0 MOAACPKAHUS BO3MOKHOCTH
JIOY 1o okazaHHUIO YCIyT BBICOKOTO KaueCTBA U MPUHATHIO 3(H(HEKTHBHBIX
YIIPaBJIECHYECKUX PELICHUM;

- TIOBBIIIEHHE OCBEJOMJIEHHOCTH TIOJb30BaTelied B 00JACTH PHUCKOB,
CBSI3aHHBIX ¢ HTHPOpPMAMOHHBIMU pecypcamu JJOY;

- ONpEeJeNeHUE CTENEHU OTBETCTBEHHOCTH U 00S13aHHOCTEN COTPYIHHUKOB IO
obecnieueHu0 UHPOPMAITMOHHON OE30MaCHOCTH.

- TIOBBILICHUE YPOBHS 3¢ (HEeKTUBHOCTH, HEIPEPHIBHOCTH,
KOHTPOJMPYEMOCTH MEP MO 3aLIUTE OT peanbHbIX yrpo3 Ub;

- NpeoTBpalleHUE U/WIN CHIKEHUE yuiep6a ot nunuuaeHTos Ub.

2.2. OcHOBHBIMH 3a1a4amMu nnoautuku b saBastores:

- pa3paboTka TpeboBaHuil o oobecneuenuro b
- KOHTPOJIb BBIMIOJHEHUS YCTAHOBJICHHBIX TpeOoBaHuii o oobecneyenuto 1b;
- MOBBIMIEHUEIP(DEKTUBHOCTH, HEMPEPHIBHOCTH, KOHTPOJIUPYEMOCTH

MEpOIpUATHI IO oOecrieueHuto u noanepxxanuto 1b;
- pa3paboTKa HOPMATUBHBIX TOKYMEHTOB it ooecnieuenus: Ub JIOY; BoisaBieHue,
- OLICHKA, TPOTHO3UPOBAHUE U MpeaoTBpanieHue peanuzanuuyrpos b 10Y;
- OpraHu3aIysi aHTUBUPYCHOMU 3aIUThl HHPOPMAIIMOHHKIX pecypcoB IOV 3amura
unopmaruu IOV ot HecankimonupoBanHoro jpocrtyna (nanee-HCJI) u yreuku
M0 TEXHUYECKUM KaHallaM CBA3U;

3. KonuenryajbHasi cxema odecrieueHus HHPOPMALMOHHOM 0€30MACHOCTH

3.1.Ilomutuka Ub IOV nHanpaBieHa Ha 3aliuTy MH(GOPMAIIMOHHBIX PECYpPCOB
(aKTMBOB) OT yIrpo3, MCXOJAUIMX OT HPOTUBONPABHBIX JEUCTBUI
3JI0YMBIIUICHHUKOB, YMEHBLIEHUE PUCKOB M CHIKEHUE IOTEHLUAJIBHOTO
Bpeda OT aBapuil, HETIPEAHAMEPEHHBIX OIIMOOYHBIX JIEUCTBUIM COTPYAHUKOB
JIOY, texHuuyeckux cOOEB aBTOMATHU3WPOBAHHBIX CHCTEM, HETPABUIbHBIX
TEXHOJIOTUYECKUX W OPraHM3ALMOHHBIX PEUIEHUH B Ipoleccax IOUCKA,
coopa xpaHeHHs, 0OpaOOTKH, TIPEAOCTaBICHUS ¥ PACHPOCTPAHCHUS
uHpopmaluu u odecrieueHue 3PppekTuBHOr0 U OecrepedOMHOro mpouecca
NS TETBHOCTH.

3.2.HauGonpmiiMu  BO3MOXKHOCTSIMH  JIJII  HaHECEHWs ymiepda obagaer
cooctBeHHblli mepcoHan JIOVY. Puck aBapmii M TeXHHYECKHMX COOCB B
ABTOMATH3UPOBAHHBIX CHCTEMaX OIPEICIASTCS COCTOSHHEM amIapaTHOTO
obecnieueHwms, HaJIEKHOCTBIO CHCTEM SHEProCHAOKCHHS n
TEJICKOMMYHUKAIIUNA, KBATU(PUKAIIUEH COTPYTHUKOB U
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AX CIIOCOOHOCTBIO K aJIeKBATHBIM M HE3aMEINTEILHBIM JEHCTBUAM B HEIITATHON
CUTYaLUU.

3.3.Crparerus ob0ecnieuenus b JIOVY 3akmtoyaeTcss B MCIOJIb30BAaHUU 3apaHeEe
pa3padOTaHHBIX MEp MPOTHUBOJCUCTBHUS aTakaM 3JIOYMBIIIJIEHHUKOB, a
TaKK€  IMPOTPAMMHO-TEXHMYECKUX W  OPraHU3AIlMOHHBIX  PEIICHH,
MO3BOJIAIOIIUX CBECTH K MHUHUMYMY BO3MOKHBIE IOTEPU OT TEXHUUYECKHUX
aBapuil U OMMOOYHBIX JIeUCTBUM coTpyaHuKOB [JOY.

4. OcHOBHbIC IPUHUIMIIBI 00ecTeYeHUs1 MHPOPMAIHOHHOH 0e30MaACHOCTH

4.1. OcHOBHBIMU NIpuHIIMTaMu obecnieueHus Nb:

-TIOCTOSIHHBIA W BCECTOPOHHUW AHAJIU3 ABTOMATHU3UPOBAHHBIX CHUCTEM W
TPYIIOBOTO TIPOIlecca C IEIbI0 BBIABJICHUS YS3BUMOCTH WH(OPMAIIMOHHBIX aKTHBOB
AO0Y;

- CBOEBPEMEHHOE OOHapy’KeHHEe MPOoOJIeM, MOTEHIIMAIBHO CIHOCOOHBIX TOBIHUSTH
Ha UB JIOY, xoppekTupoBKa MOJIENIEN yrpo3 U HApyLIUTEIS;

- pa3paboTKa 1 BHEAPECHUE 3aAIIUTHBIX MEP;

- KOHTPOJIb 3 (HEKTUBHOCTH MPUHUMAEMBIX 3aITUTHBIX MEDP;

-niepcoHUPUKAMS W pa3/ieICHHe POJIeM W OTBETCTBEHHOCTH  MEXKIY
corpynaukamu IOV 3a obecneuenue b JIOY ucxoauT U3 npuHITKMIIA TIEPCOHAIBHOU H
€IMHOJIMYHOW OTBETCTBEHHOCTH 3a COBEPIIIAEMBICOIICPALIHH.

5.001LeKThI 3alIUTHI

5.1.00bekTaMu  3amuThl ¢ Touku 3peHuss Wb B ynpaBnenun
¢  SBISIOTCA:MHGOPMAIMOHHBIN  TIpoliecc  MPOoQeCCHOHATBHOMN
® jesaTenbHOCTH; MH(GOpMalnoHHble akTuBE JIOY.

5.2. 3amuniaemas uHGopMaIus IeTUTCA Ha CIEAYONNEe BUJIbL:
- uH(opmanus no GUHAHCOBO-3KOHOMUYECKOH aesrenbHocTu JOY;

- IEpCOHAJIbHBIE JaHHbIC — JIF00ast nHMOpPMAIUs, OTHOCAIIASACS K OMPEICICHHOMY
WM OTIpEACIIIEeMOMY Ha OCHOBAHHMH TaKOW MH(pOopManuu pu3ndeckomy JHIy (CyObeKTy
MEPCOHANILHBIX JJAHHBIX ), B TOM YKCJe ero haMuiius, uMs, 0TYeCTBO, TOJl, MECSII, 1aTa U
MECTO PpOXJEHHUsS, aJpec, CeMeHHOe, COLMalIbHOE, HMYIIECTBEHHOE I0JIOXKEHNUE,
oOpazoBanue, mpodeccusi, T0X0 kI, Apyras uHHOpMAITHS;

- npyras uHGOpMaIrs, He OTHOCAIIASACS HH K OJHOMY M3 YKa3aHHBIX BBIIIIC
BUJIOB, KOTOpasi oTMeueHa rpudom «Jljis cimykeOHOTO MOIb30BaHUS WIIH
«KonduaeHmaibHOY.

6. TpeooBanus mo uHGOPMALMOHHOM 0€30MMACHOCTH

6.1.B orTHomieHnn BceX COOCTBEHHBIX HWH(MOPMAIMOHHBIX akTuBOB JIOVY,
aKTUBOB, Haxogswmuxcs nox KoHtpojem JIOY, a Takke akTUBOB,
UCTIOJIb3YEMBIX



JUIS TIONIy4eHus noctyna Kk uH@pactpykrype OV, nomkna ObITH ompeneieHa
OTBETCTBEHHOCTh COOTBETCTBYMOMIEro corpyannka JIOY. Undopmarus o cmene
BJIAJICNIbIICB AKTUBOB, WX paCIHpe/elieHud, HW3MEHEHUSX B KOHQUTypaluu u
UCIIOJIb30BAaHUU 3a TpeJeraMu YUpEeKJICHUs JI0OJDKHA JIOBOJAMTHCS JO CBEICHUS
3aBenytourero JJOVY.

6.2. Bce pab6otsl B mipenenax JJOY M0mKHBI BBIMOJHATHCS B COOTBETCTBUU C
opUIMATHHBIMA JODKHOCTHBIMU OOSI3aHHOCTSIMA TOJBKO Ha KOMIIBIOTEpax,
Pa3peIIeHHBIX K UCTIOIb30BAHUIO.

6.3. Bce nannbie (koHpUACHIIMATBHBIE WM CTPOTO KOH(HIACHIIMATIBHBIC),
cocrapisitoute TaitHy IOV u Xpansiuecs Ha KECTKUX JHUCKaX MOPTaTUBHBIX
KOMITBIOTEPOB, JTOJKHBI OBITH 3aIT(POBAHBI.

6.4. PykoBoautenu nmoapasnaeincHud NOLKHBI NEPUOAMYECKU IEPECMATPUBATD
IpaBa JOCTyna CBOMX COTPYJHHMKOB M  JPYIMX TOJIb30BaTeled K
COOTBETCTBYIOIIMM HH(POPMALIMOHHBIM pecypcam.

6.5. B LEeJAX oOecrieueHus CaHKIMOHUPOBAHHOTO JOoCTyIa K
MH(OPMALIMOHHOMY peCypCy, J000H BXOJ B CUCTEMY JOJIKEH OCYIIECTBIISTHCS C
HCIIOJIb30BAaHUEM YHUKAJIBHOTO UMEHHU I10JIb30BATEIIS U I1apOoJIs.

6.6. Ilonp3oBaTenu AOJKHBI PYKOBOJCTBOBATHCS PEKOMEHIALMSAMU IO 3allUTe
CBOEr0 Mapojs Ha J3Tamle €ro BbIOOpa M MOCIEAYIOUIEr0 HCIOJIb30BAHMUS.
3anpemaercss cooOWAaTh CBOM MapoJib APYTUM JHUIAM WM MPEIOCTaBIATh CBOIO
YYETHYIO 3alIUChAPYTUM, B TOM YHUCJIEC YJIEHaM CBOEH CEMbU U OJIU3KUM.

6.7. B mpouecce cBoell pabOTBl COTPYAHUKUM  OOSI3aHbl  MOCTOSTHHO
WCMOJIb30BaTh PEXUM "ODKpaHHOW 3aCTaBKU' C TMAPOJBHOW  3allUTOM.
PexoMeHyeTca ycTaHaBIMBaTh MAaKCUMAaJIbHOE BPEMS 'TPOCTOSA" KOMIIBIOTEpA
110 TIOSIBJIEHWS SKPAaHHOM 3aCTABKU HE A0JbpIIE 15 MUHYT.

6.8. Hoctyn k cetu MuTepHeT obOecrneunBaeTcs TOIBKO B MPOU3BOICTBEHHBIX
LEJSAX U HE MOXKET UCIOIb30BAThCS JJIsl HE3AaKOHHOM A€ TEIbHOCTH.

PexomennoBanHble nmpaBuina:

- corpyanukam JIOVY paszpemiaercst HCIOIb30BaTh C€Th IHTEpHET TONBKO B
CITY>KEOHBIX ETISX;

- 3ampemaeTcs MocelleHue Jboro caita B cetu MHTEpHET, KOTOpBIA
CUMTAETCS] OCKOPOUTEIBHBIM ISl OOIIECTBEHHOTO MHEHUSI WJIA COJAEPIKUT
MHPOpPMALIMIO  CEKCYaJbHOI'O  XapakTepa, INponaraHgy  pacoBoOi
HEHABUCTHU, KOMMEHTapUH MO TMOBOAY Pa3IMyus/IPEBOCXOJICTBA MOJIOB,
OUCKPEIUTUPYIOIIME  3asBICHHUS  WIM  HMHBIE  MAaTepHaIbl €
OCKOpPOUTENTHbHBIMU BBICKA3bIBAHUAMU MO TMOBOJY YbEro-1ubdo BO3pacTa,
CeKCYAJIbHOW  OpUEHTAlluM,  PEJIMTMO3HBIX  WIM  IOJUTHYECKUX
yOeKIeHH, HAMOHATILHOTO MPOUCXOXKACHUS UIIN HEEECTIOCOOHOCTH;



- pabora corpynuukoB IOV c¢ UHTepHeT-pecypcamu TOMyCKAETCs TOJIBKO
PEXXUMOM TMPOCMOTpa MH(POpPMAIMH, UCKIIOYas BO3MOXKHOCTh Meperadyu
unpopmanuu JIOY B cets HTEpHET;

- COTpPYJHHMKaM, UMEIOIIMM JIMYHBIC YYETHBIE 3alKCH, MPEIOCTABICHHbBIC
NyOJIMYHBIMU TIPOBaiiiepaMu, HE pa3pelIacTcs MOJIb30BAThCS WUMU Ha
obopynoBanuu, npuHaiexamiem J10Y;

- corpyanuku JJOY mepen OTKpbITHUEM WM paclpocTpaHeHueM ¢Haisos,
MOJIyYEHHBIX 4Yepe3 ceTh VHTEpHET, AOJIKHBI MMPOBEPUTh X HA HATUYUE
BUPYCOB;

- 3ampenieH goctyn B MutepHer dyepe3 cerb OV nnsg Bcex mnul, He
aBisitoluxcst  corpyaHukamu - JIOY,  BkIodass ~ WIEHOB  CEMBH
COTPYIHHUKOB.

6.9. AAIMUHUCTPATOP UMEET MPABO KOHTPOJMPOBATH COJIEPIKAHUE BCETO MOTOKA
uH(bOopMaIK, TTPOXOISIIEeH Yepe3 KaHall cBsi3u kK ceTu MHTepHeT B 000ouX
HaIpaBJICHUSX.

6.10. COTpyTHUKA  JOJDKHBI ~ MOCTOSIHHO  TOMHHTH O  HEO0OXOIUMOCTH
obOecrieueHus (Qu3nyeckor O0e30macHOCTH O00O0pY/IOBaHUS, Ha KOTOPOM
xpanutcs uapopmanus JJOVY.

6.11. CoTpyqHUKaM 3ampemeHo CaMOCTOSITEIbHO HM3MEHATh KOH(UTypaiuio
anmapaTHOro M MpOrpaMMHOTO oOecrniedeHus. Bce u3MeHeHus: mpou3BOAUT
aIMUHUCTPATOP.

6.12.Bce  xommbloTepHOE OOOpyAoBaHHE (CEpBEpHI, CTAallMOHAPHBIE U
MOPTAaTUBHBIE KOMIIBIOTEPHI), TepudepuitHoe o0opyaoBaHue (Hampumep,
OPUHTEPHl U CKaHEphI), akceccyapbl (MaHUMYJIATOPHl THMA 'MBIIIb",
1apOBbIE MaHUITYJISITOPBI, JTUCKOBOJIBI TUISt CD-nuckoB),
KOMMYHUKAIIMOHHOE 00OpynoBaHue (Hampumep, (Hakc-MOJEeMbl, CETEBbIE
ajanTepbl U KOHILEHTPATOPHI), IS IeJe HACTOSIIECH TMOJIUTHKUA BMECTE
MMEHYIOTCS "KOMITBIOTEPHOE obopynoBaHue". Komnerorepnoe
obopynoBanue, npeaocrarieHHoe JOY, sBusercs ee COOCTBEHHOCTHIO U
MpeHA3HAYEHO JIJISl UCTIOB30BAaHUS UCKITIOUUTENIBHO B MPOU3BOJACTBEHHBIX
LEeTsX.

6.13. Kaxxaplii  COTPYAHUK, IIOJYYMBIIMM B IIOJIB30BAHUE IOPTATUBHBIN
KOMITBIOTEP, OOS3aH TMPUHATH HAIJCKAIIUE MEPHI MO OOCCIEUYCHHIO €Tro
COXPaHHOCTH.

6.14. Bce KOMIIBIOTEPHI TOJKHBI 3aIUINATHCS NTAPOJIEM IIPU 3arPy3KE CUCTEMBI,
AKTUBAIlMU TI0 TOPSAYEH KJIABUIIM U TOCIE BBIXOAA U3 peXuMa " DKpaHHOU
3acTaBku'". JlJIs YCTAHOBKM pEXMMOB 3alllMThl TOJIL30BATENIb JIOJIKEH
oOpaTtuThCs K aaMuHHUCTpaTopy. JlaHHBIE HE  MODKHBI  OBITh
CKOMITPOMETHPOBAHBI B CIIy4ae XaJJaTHOCTH WJIM HEOPEKHOCTU MPHUBEIIICH
K TmoTepe oOopynoBanus. llepen yTunmzanueld Bce KOMIIOHEHTHI
000pyI0BaHUs, B COCTaB KOTOPBIX BXOJAT HOCUTENW JAHHBIX (BKIHOYas
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KECTKHE JIMCKU), HEOOXOAUMO MPOBEPSITh, YTOOBI YOSIUTHCS B OTCYTCTBUU
Ha HUX KOH(PHUIEHIIUAIBHBIX JaHHBIX U JIMLIEH3UOHHBIX MPOIYKTOB. JomkHa
BBITIOJIHATHCSL  Tpoueaypa (opMaTupoBaHus HocuTeneld HHGOpMAIHH,
MCKJTIOYAIONIast BO3MOKHOCTh BOCCTAHOBJICHUS IaHHBIX.

6.15.1lpu 3ammcu KakoW-IMOO HHPOpPMAIIMM HA HOCHUTENb Ui Tepeaadu
cyOBeKTaM, y4YacTBYIOIIMM B HWH(POpMAIMOHHOM OOMEHE, HEOO0XOIUMO
yOeIUTHCS B TOM, YTO HOCUTEINb YUCT, TO €CTh HE COJAEPKUT HUKAKUX UHBIX
nanabiX. [Ipoctoe mepedopmarupoBaHne HOCUTENSI HE JAeT TapaHTHH
TIOJTHOTO yAaJeHUs 3aITMCaHHON Ha HeM WH(POpMAaITUH.

6.16. [TopTel mepegaun HaHHBIX, B TOM yucie CD AUCKOBOJIBI B CTAlIMOHAPHBIX
KOMITBIOTEPAX COTPYIHUKOB YUPEKIACHUS OJOKUPYIOTCS, 3a HCKIIOUCHUEM
TeX CcJIy4aeB, KOrja COTPYJHMKOM MOJy4eHO pa3pelieHrne Ha 3aIluch OT
aMUHUCTpATOPA.

6.17. Bce mporpammHoOe oOecrieueHHe, YCTAaHOBJICHHOE Ha IPEIOCTaBICHHOM
JIOY xoMIproTepHOM 00OpYI0BaHMH, SBIISIETCS coOcTBeHHOCTHIO JIOY m
JIOJIPKHO UCIIOJIb30BAThCA UCKITIOUMTEIIBHO B IPOU3BOJICTBEHHBIX LIEJIAX.

6.18. CoTpyqHUKaM 3ampemiacTcsl YCTaHABIMBAThL Ha MPEIOCTABICHHOM B
MOJIb30BaHUE KOMIIBIOTEPHOM 000pyI0BaHUU HECTaHJIapPTHOE,
HEJMIICH3UOHHOE  TMPOTpaMMHOE  oOeclieueHue WM MPOrpaMMHOE
o0OecrieueHre, HE WMEIOIIEe OTHOMIEHUS K WX MPOU3BOJACTBEHHOU
aesTenbHOCTH. EciM B XOA€ BBIMOJHEHHST TEXHUYECKOTO OOCTYy>KWBaHUS
Oyner oOOHapyXE€HO HE€ pa3pelIeHHOE K YCTaHOBKE MPOTrpaMMHOE
oOecrieueHue, OHO OyJeT yAaleHO, a COOOIleHHEe O HapyleHUH OyaeT
HaIIPaBJICHO HEMOCPEACTBEHHO 3aBeayromemy JOVY.

6.19.Ha Bcex NOpPTATUBHBIX KOMIBIOTEpaX JOJKHBI OBITh YCTAHOBJICHBI
IPOrPaMMbI,HEOOXOIUMBIE JIJIsi 00ECIICUEHUS 3aUThl HHPOPMAIIUU:

- TEpPCOHAJIbHBIN MEKCETEBOM DKPaH;
- aHTHBHPYCHOE MpOTrpaMMHOE 00eCIIeUeHHE;
- TporpamMmHoOe oOecrieueHue mudpoBaHus KECTKUX TUCKOB.

6.20. Corpyanuku JJOY He TOMKHBI:
- OJOKHMPOBATh AHTUBUPYCHOE MPOTPAMMHOE 00ECTICUCHHUE;
- yCTaHaBJIMBATh JPYroe aHTUBUPYCHOE MIPOTPAMMHOE 0OECIIeUeHNUE;

-  HW3MCHATh HACTPOWKH W KOH(PUTYPAIUIO aHTHBUPYCHOTO
IPOrPaMMHOT000ECTICYEHUSI.

6.21. DJIEKTPOHHBIE COOOIIEHHUS TOHKHBI CTPOT'0 COOTBETCTBOBATH CTaHAapTaM B
obnactu nenoBod 3TUKU. Mcmosib30BaHUE 3JIEKTPOHHOM MOYTHI B JIMUHBIX
uenax He  jgomyckaerca. CoTpyJIHMKAM  3alpeniaeTcsi  HampaBisTh
KoH(puIeHuuanpbuyto uHgopmanuo JOY 1o 3nekTpoHHOR mnouTe 0e3
WCIOJB30BaHug  cucteM mmdpoBanus. Crporo  KoHpHUACHIIMAIbHAS
napopmarus JIOY, HH mnpm Kakux OOCTOSATEIbCTBAX, HE IOJJICHKHUT
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IIEPECHUIKE TPETHUM JIMLAM 110 JJIEKTPOHHOM IOUTE.

6.22. Ucnonb3oBanue corpyanukamMu JIOY mnyOJMYHBIX MOYTOBBIX SIIMKOB
ANIEKTPOHHOM IOYTHl OCYILECTBISETCA TOJBKO TIPU COIIACOBAaHUM C
OTBETCTBEHHBIM 3a oOecreueHue 0e30MmacHOCTH MHPOPMAIUH MPU YCIOBUU
MPUMEHEHUS MEXaHU3MOB MIHU(POBAHUS

6.23. Corpyauuku JIOY nns oOMeHa NOKYMEHTaMU JIOJKHBI HMCIOJIb30BATh
TOJILKO CBOU O(UITHAIBHEIN aipec AIEKTPOHHON TTOUTHI.

6.24. CooO1ieHusi, mepechliaeMble MO 3JIEKTPOHHOW TOYTE, MPEACTaBISAIOT
cO0OM TMOCTOSIHHO HCIIOJIb3YEMbI HMHCTPYMEHT JJsi  DJIEKTPOHHBIX
KOMMYHHKAIMH, UMEIOIINX TOT e CTaTyC, 4YTO U MHChbMa M (PaKCUMUIIbHBIC
cooOIeHusl. DJIEKTPOHHBIE  COOOLIEHUS  TOJJIe)KaT  TaKOMY K€
YTBEPKACHUIO M XPAaHCHHUIO, YTO U IPOYHUE CPEACTBA ITHCHBMEHHBIX
KOMMYHHUKALIUH.

B nenax nmpenoTBpaieHuss OMMOOK MPH OTIPABKE COOOIIEHUH IMOJIb30BATEIN MEPEN
OTIPABKOU JOJDKHBI BHUMATEJIBHO IIPOBEPUTH NPABUIBHOCTH HAIMCAHUSA UMEH U
azpecoB mnoiyvarened. B ciayyae momydyeHUs COOOILEHUS JIHMIIOM, BHHUMaHUIO
KOTOpPOTO 3TO COOOIIEHHE HE MpeHAa3HAyaeTCs, TAKOe COOOILIEHUE HEOOXOAUMO
[IEPEIPAaBUTh HEMIOCPEACTBEHHOMY I10JIy4aTENIO.

6.25. He nomyckaeTrcsi mpu UCTOIb30BaHUS SJICKTPOHHON MOYTHI:

- pacchliKa COOOIIEHUN JIMYHOTO XapaKTepa, HCIOJIL3YIOIIUX 3HAYHUTEIIbHBIC
pECYpPCHI 3JIEKTPOHHOM MTOYTHI;

- pacchUIKa PeKJIAMHBIX MaTCPHUAJIOB,;

MOAMKMCKA Ha PAcChUIKY, y4acTHE B JUCKYCCHSIX W TOJIOOHBIC YCIYTH,
UCIIOIB3YIOIIME 3HAYUTEIbHBIE PECYPChl AJIEKTPOHHON IMOYTHI B JIMYHBIX
eIIsX;

- IONCK ¥ YTEHHE COOOIICHUM, HAIPaBJICHHBIX IPYTUM JUllaM (HE3aBUCHUMOOT
croco0a uxX XpaHeHus );

- TepechlUIKa JIOOBIX MaTepuajoB, KaK COOOIICHUN, TaKk W IPHUIOKCHHMH,
colepKaHUE KOTOPBIX SIBJSICTCS TMPOTHBO3aKOHHBIM, HEMPHUCTONHBIM,
3IOHAMEPEHHBIM, OCKOPOWUTEIBHBIM, YTPOXKAIOIINM, KICBECTHHYCCKUM,
3IT00HBIM HJTA CTIOCOOCTBYET TTOBEACHHUIO, KOTOPOE MOKET pacCMaTPUBATHCS
KaK YTOJIOBHOE MPECTYIUICHHE WM aJIMUHHUCTPATUBHBIN IMPOCTYIIOK JHOO
MPUBOJANT K BO3HUKHOBCHHIO TPaXXIAHCKO-TIPABOBOM OTBETCTBEHHOCTH,
OCCTIOPSIKOB WU TIPOTUBOPEUUT CTAHIAAPTAM B 00JIACTH dTHUKH.

6.26. Bce monp3oBaTeln JOJKHBI OBITH OCBEIOMIICHBI O CBOEH OOS3aHHOCTH
coo0marh 00 W3BECTHBIX WM TOJ03PEBACMBIX WMH HapyIICHUSX
nH(pOpPMAITMOHHOI 0e30ITacHOCTH, a  TaKxe JTOTKHBI OBITH
MporuH(OOPMHUPOBAHEI O TOM, YTO HHU IIPH KaKHX OOCTOSTEILCTBAX OHU HE
JIOJKHBI MBITATBCA HKCIIOJB30BaTh CTaBIIME MM M3BECTHBIMH CJa0ObIe
CTOPOHBI CUCTEMBbI 0€301MaCHOCTH.

6.27.B ciyyae Kpaku MEPEHOCHOr0 KOMIIbIOTEpa ClEeNyeT He3aMeIUTENIbHO
COOOIIUTh aJIMUHUCTpATOPY W/Uiu 3aBenyromemy JJOVY.

8



6.28. Ecin nMmeeTcs moJ03peHHe WM BBIABICHO HAJIWMYME BUPYCOB WIIM HHBIX
pa3pyLINTEIbHBIX KOMIBIOTEPHBIX KOJIOB, TO Cpa3y MOCJEe UX OOHAPYKEHHS
COTPYJHUK OOsI3aH:

- MpoUH()OPMHUPOBATH AIMUHUCTPATOPA;

- HE UCIO0JIb30BaTh U HE BKJIKOYATh 3apayKEHHBIN KOMIIBIOTED;

- HE MOJICOCIUHSITH ATOT KOMIIbIOTEp K KomnbloTepHoU cetn JIOY nmo tex mop,
IIOKa Ha HEM He OyJeT NpOM3BEACHO yAAJIEHHE OOHAapyKEHHOrO0 BUpPYyCa U
ITIOJTHOE€ AHTUBUPYCHOE CKAaHUPOBAHUE aIMUHUCTPATOPOM.

6.29. Cotpyanukam JIOVY 3amnpeniaercs:
HapywmaTh HHGOPMAIIMOHHYIO0 0€3011acHOCTh U padoTy cetu JJOY
CKaHUPOBATh MOPTHI UIU CUCTEMY OE30IIaCHOCTH;
KOHTPOJIUPOBATh PabOTy CETH C EPEXBATOM JaHHBIX;
MOJIy4YaTh JIOCTYN K KOMIBIOTEPY, CETU WM YUYETHOM 3amucu B 00X0]
CUCTEMbI UJICHTU(PUKAITUYU TTOIH30BATEINSI WJIK 0€30MaCHOCTH;
nepeaaBaTh HHGOPMAIIUIO O COTPYAHUKAX WUJIU CIIUCKU COTPYIHUKOB JJIOY
MIOCTOPOHHUM JIMIAM;
co3/71aBaTh, OOHOBJIATh WJIM PACHPOCTPAHITH KOMITbIOTEPHBIE BUPYCHI U
IPOYHUE Pa3pPyLUIUTEIHHOE TPOrPAMMHOE O0ECIICUCHHE.

6.30. OTBETCTBEHHOCTh 3a COXpPaHHOCTb OAHHBIX Ha CTAOUMOHAPHBIX H
IMOPTATUBHBIXIICPCOHAJIbHBIX KOMIIBIOTCPAX JICKUT HA I10JIb30BaTCIIIX.

6.31. HeoO6xo1uMo peryJisipHO JieJaTh pe3epBHbIC KOMTUU BCEX OCHOBHBIX
CITy»KE€OHBIX JTAHHBIX U MPOTPAMMHOTO 00ECTICUCHHUSI.

6.32. Bcee 3as1BKU Ha IIPOBEEHUE
TEXHUYECKOTO o0cy>)KMBaHUSI KOMITBIOTEPOB JOJIKHBI
HAIPaBJIATHCSA AAMUHUCTPATOPY.

7. YupanjeHue uHGOpMaLIMOHHOMH 0€30MACHOCTBIO

7.1. Yupasnenue Ub JIOVY BxitouaeT B ceosi:

- pa3paboTKy U nojiepKaHue B aKTyaiabHOM cocTossHUM [lonutuku
nH(OPMAITMOHHON O€30MaCHOCTH;
- pa3paboTKy U nojiepKaHue B aKTyaJIbHOM COCTOSIHUH

HOPMAaTHUBHO-METOJIMUECKUX JTOKYMEHTOB 10 obecnieueHuto 1b;
- oOecrieueHue OecriepeOoHOTO (YHKIIMOHUPOBaHUs KoMIuiekca cpeiacTBUb;
- OLICHKY PUCKOB, CBSI3aHHBIX ¢ HapywmeHusmu 1b.

8. Peasm3zanust noJuTHKYA MHPOPMAIUOHHOM 0€30MACHOCTH

8.1.Peanmuzaums Ilomutuxkn Wb JIOY ocyniectBisieTcss Ha OCHOBAHUH
JOKYMEHTOB, PEMIAMEHTUPYIOIINUX OTHAEIbHbIE MPOLEAYPbl W MPOLECCHI
npodeccroHanbHOM IESITEIbHOCTU B YIIPABIICHUU.



9. IlopsAI0K BHeCeHUS U3MEHECHUH M I0TOJTHEHUH B OJUTUKY HH(OPMAITMOHHOM
0e3omacHoOCTH

9.1.BHecenne wu3MeHeHnidl W jomnonHeHud B [lomuTuky wuHQOpMaMoHHON
0€30MacHOCTH MPOU3BOJIUTCA HE peKe OAHOTO pa3a B TPU Tojia C ILEJbIO
NPUBEJICHUS B COOTBETCTBUE ONpEAEICHHBIX [[OMUTHKON 3alllUTHBIX MeEp

peabHbIM  JKU3HEHHBIM YCIOBUSAM U TEKyIIMM TpeOOBaHUSM K 3allUTe
uHbOpMaIUu.

10. KoHTpOJIb 32 CO0JII0IeHHEM MOJUTUKH HHPOPMALIMOHHOI 0€30MaCHOCTH

10.1. Tekymuii KOHTPOJb 3a COOJIIOJICHWEM BBINIOJHEHUS  TpeOOBaHUI
[Tomutukn uHopmanmonHoi Oe3omacHocty JIOY  Bozmaraercss Ha
COTpY/HMKA, HA3HAYEHHOTO pHKa3oM 3aBenytromero J[OY.

10.2. 3aBenyronmi JIOY Ha peryiasipHONM OCHOBE pAaCCMATPUBAET PEATU3ALMIO U
coOJifoficHue  OTHEeNbHbIX MojokeHud Ilomutuku  wHOpPMAIIMOHHOM
0€30IMacHOCTH, a TaKXKe OCYIIECTBIACT TMOCIEAYIOMUN KOHTPOJIb 3a
coOJIIoiIcHuEM €€ TpeOOBaHMUIA.
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